%{0 ComponentSpace

ComponentSpace

SAML for ASP.NET
Certificate Guide

Copyright © ComponentSpace Pty Ltd 2004-2024. All rights reserved.
www.componentspace.com



ComponentSpace SAML for ASP.NET Certificate Guide

Contents
TaL o geTo U Te3 o o PP PPPPTRPR 1
Transport Layer SECUNTY CertifiCates i ittt e et e eaeeeaneanaannan 1
XML Signature and ENcryption CertifiCates....c.eiieiiiiiiiiiiie ittt et ete et et eeeeeeeeaeees 1
Self-Signed CertifiCates couuu ittt e e e et e e e e eeen 1
CA-ISSUEd CertifiCates...ccuuiiiuiiiiiiiiiiiiiiiiiiii et ettt e e e e e e ees 1
Certificate Validation ........ceeeiiiiiiiiiiiiiiiii ittt et s aa e 2
HTTPS Shared CertifiCates ... ittt ettt e e e et s etee e eene s e reaeeeenes 2
CrtiTiCATE STOTAZE «eeuu i iitn ittt ettt et e et e et s et e e tane s eene s etanseeenesetsaenaneseenanenen 2
(02= T (] {Ter=1 (=3 | T PP PPR PP 2
WiIndows CertifiCate STOME c....viuuiiiiiiiiiiii ittt et ettt e e e 3
Store Location and NaME . ... civueiiiiiiiiiiii ettt et e e e e 4
CertifiCAtE SN e eeieii ittt et et et et et et et e e een e eeneeeneens 4
AppPLication CoNFIGUIATION ..c..ee ittt et et et e e e e eneeeesansensensensannans 5
AZUIE KEY VAULL . ceeeiei ettt et et et st st e e e eaeee et sen s e s e annansannsansensensensennens 6
KEY VAU ACCESS . ivniiniiiiiiiiiiiie ittt e e ee e et eee et st s et e et eas st sansanstnsanesesessensensensensenenes 7
CertifiCAtE USE . cuuiiiiiiiiiiiii ettt st e e e et et e e et e eanes 7
Certificate ROWOVET ....oe ettt s e st s e s e s e s e s enene 8
LOCAL CrtifICATES . eenieiniiiiei ettt ettt st s st s e s ee s ea s ea s ene s ensenans 8
Partner CertifiCates ...ttt eaes 9
Certificate File FOIMatS...ccuuiiiiiiiiie ettt et s e e e 10
DER FOIMAt.c.ni ittt ettt et et e et s et e e e s etaa s eeanesennasenes 10
o = N o 1 2 = PPN 10
g (O S lo T4 o = | PPN 10
Certificate File PermiSSIONS......ci ittt ettt e e e e eees 10
Using the MMC Certificates SNap-IN ... e e e e e e e e e e eas 11
[ag] oJo] gulal- 4 1T au] {ToF=) (-1 F N PP P PP PRPRPRt 14
EXPOIING CartifiCAteS .iuniiiiiiii ittt ettt et et st et sen s e ensenesensensensensennenns 17
Private Key PermiSSIONS . ...iu ittt e et eee et st st seneansenssnssensensensensensenns 20
Generating Self-Signed CertifiCates .. e e e e st s e e e e s e aaaaas 21
(01 =T S T= 1N 5] T=d [T [ 0= o NN 21
NeW-SelfSigNedC ertifiCate. ittt et et st e easensensansansansanns 21
=N oTe] ¢ I O1=T g 41 i oF- | (= T T PP P PP PP PPPRPRPRt 22
(071 ¢ 16 1 1 | PO P PO PPRR PRSPt 22
e oYo] g B o D (O =Y 1] o= (TRt 23



ComponentSpace SAML for ASP.NET Certificate Guide

Useful PowerShell CoOmMMaNdS ......ceuu ittt ettt e e e et s et s erea e eenes 23
Creating CER FromM PEX ... ittt ettt e e e et s et e eene s e reaeeeenes 23
UsSeful OpenSSL COMMEANAS ..cuuiieiiiiiiiiiiiie ettt e ee et et eeesensenstnstnstnssasssssessensensenerneees 23
Creating Self-Signed PEX ...ttt et st et s e s e e easassansansansanaannnn 23
Creating CER fromM PEX ...ttt et ettt e e e et s et e e e s ereaeeeenes 24
Converting PEM tO DER.......ui ettt s e e et e et s et s eene s ereaeeanes 24
ConVerting DER TO PEM . u ittt et st st e eeeaeeasansansan s e e ansaassassansansensenssnnnn 24



ComponentSpace SAML for ASP.NET Certificate Guide

Introduction

X.509 certificates are used to secure SAML SSO between the identity provider and service
provider.

Refer to the SAML Primer for an overview of the security considerations.
This guide describes the generation, management, and configuration of X.509 certificates used

to secure SAML SSO.

Transport Layer Security Certificates
The SAML specification recommends that all communications are over HTTPS.

As the majority of use cases see the SAML messages exchanged between the identity provider
and service provider via the browser, it’s important to ensure certificates for HTTPS are issued
by a certificate authority (CA).

Certificates not issued by a CA (eg. self-signed certificates) will result in the browser presenting

a warning message to the user.

XML Signature and Encryption Certificates

Certificates used for XML signature and/or XML encryption support may be:

e Self-signed
e CA-issued
e Shared with HTTPS

The best option will depend on the specific business requirements.

Potential advantages and disadvantages are outlined in the following sections.

Self-Signed Certificates
Self-signed certificates have the following advantages:

e Nocost
e May be created as required
e May have longer expiry times than CA-issued certificates

They have the following disadvantages:

e Certificate chain cannot be validated as the certificate of the issuer is the same
certificate

Although self-signed certificates cannot be validated, their use will be limited to a number of
partner providers. A self-signed certificate securely received from a partner provider may be
trusted as it’s received from a known source.

CA-Issued Certificates
CA-issued certificates have the following advantages:

e Certificate chain can be validated
e Support for certificate revocation lists (CRLs)
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They have the following disadvantages:

e Cost
e Maybeadelayinissuance

Certificate Validation
Validation of certificate chains including checking CRLs can be a relatively expensive operation,
especially if it requires off-server communications to retrieve CRLs.

The SAML component doesn’t perform this validation of certificates. Instead, this is left to the
application as it will vary with business requirements.

It’s recommended that certificate validation not occur as part of SAML SSO. Instead, if
required, it should be considered a separate operation that’s performed on a regular basis (e.g.
nightly). A revoked certificate would require re-issuance of the certificate and coordination with
partner providers using the certificate.

HTTPS Shared Certificates
CA-issued certificates for SAML HTTPS endpoints also may be used for XML signature and/or
XML encryption.

Sharing certificates has the following advantages:

e Allthe advantages of CA-issued certificates
e More cost effective

Sharing has the following disadvantages:

o Allthe disadvantages of CA-issued certificates
o Ifthe certificate is compromised, security is compromised at both the transport and
application layer

Certificate Storage
SAML configuration supports certificates stored in:

o Certificate file

e Windows certificate store
e Certificate string

e Application configuration
e Azure key vault

The best option will depend on the specific business requirements.

Certificate Files
Certificates may be stored on the file system as base-64 encoded or DER encoded .CER files.

A certificate and its associated private key may be stored on the file system as a .PFXfile.
These are the certificate file formats supported by Windows and the .NET framework.

A local provider certificate stored on the file system may be specified in the SAML configuration.

<LocalCertificates>
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<Certificate FileName="Certificates\sp.pfx" Password="password"/>
</LocalCertificates>

A local provider certificate file always will be a .PFX as it must include the private key. The
password protects the .PFXfile.

A partner provider certificate stored on the file system may be specified in the SAML
configuration.

<PartnerCertificates>
<Certificate FileName="Certificates\idp.cer"/>
</PartnerCertificates>

A partner provider certificate file always will be a .CER as it contains the public key only. A
password is not required to protect the .CER file.

Windows Certificate Store
Certificates and their associated private keys, if any, may be stored in the Windows certificate
store.

A local provider certificate stored in the Windows certificate store may be specified in the SAML
configuration. The certificate must include a private key.

Refer to the Private Key Permissions section to ensure the application process has read
permission for the private key.

The certificate may be identified by its serial number.

<LocalCertificates>
<Certificate SerialNumber="74f0ebfe22358db8433138f9558c9af9"/>
</LocalCertificates>

Alternatively, the certificate may be identified by its thumbprint.

<LocalCertificates>
<Certificate Thumbprint="a6a4ae4e0b378ec73678e5812690af50e3ec3769"/>
</LocalCertificates>

Or the certificate may be identified by its subject name.

<LocalCertificates>
<Certificate SubjectName="www.idp.com"/>
</LocalCertificates>

Similarly, a partner provider certificate stored in the Windows certificate store may be specified
in the SAML configuration. The certificate will not include a private key.
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The certificate may be identified by its serial number, thumbprint or subject name.

<PartnerCertificates>
<Certificate SerialNumber="0867a17dc9efeabed4ccbf7e7adb7c37a "/>
</PartnerCertificates>

Store Location and Name

By default, certificates are expected to be stored in the local machine’s personal certificate
store.

In a hosted environment, instead of the local machine’s store, the current user store may be
used.

<LocalCertificates>
<Certificate
StoreLocation="CurrentUser"
SerialNumber="74f0ebfe22358db8433138f9558c9af9"/>
</LocalCertificates>

Generally, it’s recommended that certificates are stored in the personal certificate store.
However, it is possible to reference certificates stored elsewhere.

<LocalCertificates>
<Certificate
StoreName="WebHosting"
SerialNumber="74f0ebfe22358db8433138f9558c9af9"/>
</LocalCertificates>

Certificate Strings
Certificates may be specified as base-64 encoded strings.

This facilitates storing certificates in a database and setting SAML configuration
programmatically.

A local provider certificate string may be specified in the SAML configuration.

<LocalCertificates>
<Certificate String="MIIC/jCCAeagAwIBAgIQ..." Password="password"/>
</LocalCertificates>

A local provider certificate string is the base-64 encoded bytes making up the certificate and its
private key. The password protects the certificate string.

PowerShell may be used to convert a PFX certificate file to a base-64 string.

For example:
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$bytes = [System.|O.File]::ReadAllBytes("idp.pfx")
[System.Convert]::ToBase64String($bytes)

Alternatively, the Microsoft utility, CertUtil, may be used to convert a PFX certificate file to base-
64.

For example:

Certutil.exe -encode c:\certs\idp.pfx c:\certs\b64-idp.pfx

A partner provider certificate string may be specified in the SAML configuration.

<PartnerCertificates>
<Certificate String="MIIDATCCAemgAwIBAgIQ..."/>
</PartnerCertificates>

A partner provider certificate string contains the public key only. A password is not required to
protect the certificate string.

The Microsoft utility, CertUtil, may be used to convert DER-encoded certificate files to base-64.

For example:

Certutil.exe -encode c:\certs\idp.cer c:\certs\b64-idp.cer

Application Configuration
Certificates may be stored as part of the application’s configuration.

These certificates are accessed through the
System.Configuration.ConfigurationManager.AppSettings class and identified by configuration
keys.

An optional password may be specified if required.

The method for setting this configuration is left to the application. However, one use is to
access certificates stored in an Azure key vault. Refer to the Azure Key Vault section for more
information.

The configuration value is the certificate, and optionally its private key, encoded as a base-64
string.

The Certificate Strings section describes how to convert certificates and private keys into base-
64 encoded strings.

<LocalCertificates>
<Certificate Key="IdP" Password="password"/>
</LocalCertificates>
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Partner certificates may be similarly specified.

Azure Key Vault
Certificates may be stored in an Azure key vault.

For general information on the Azure key vault, refer to:

https://docs.microsoft.com/en-us/azure/key-vault/

Note that only certificates with private keys may be stored in the key vault.

Also note that applications do not have to be deployed to Azure to take advantage of an Azure
key vault.

The Azure configuration steps are:

e Register in Azure Active Directory the application that will access the key vault,
including a password.

o Create the key vault and import or generate certificates.

e Setthe key vault access policies to permit the registered application to get and list the
keys, secrets and certificates.

The following screenshot shows two certificates, named IdP and SP, that have been added to
the key vault.

o Generasesirpont ) Ratresh A Ceni =
NAMY THUMBPENT STATUS EXPIRATION DATE
B At
NSLET
v !
dP ASALALSLOBITBECTS6TBE v Erabled 1//2050
sn 427AIDSBISOFS9IBIDA4E v Erabled 12050

MMDGRESS FAILID OR CANCELLED

STTINGS

The Name specified in the key vault is used as the SAML certificate configuration key.

A password is not required.

<LocalCertificates>
<Certificate Key="IdP"/>
</LocalCertificates>
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Key Vault Access
The application is responsible for establishing a connection to the key vault.

The following example code retrieves a certificate from the key vault and makes it available
through the application settings. This code should be run at application start-up.

private KeyVaultClient GetKeyVaultClient(string clientld, string clientSecret)
{
return new KeyVaultClient(
new KeyVaultClient.AuthenticationCallback(async (string authority, string resource,
string scope) =>
{
var authenticationContext = new AuthenticationContext(authority,
TokenCache.DefaultShared);
var clientCredential = new ClientCredential(clientld, clientSecret);
var authResult = await authenticationContext.AcquireTokenAsync(resource,
clientCredential);

return authResult.AccessToken;

h)A
}

private async Task<string> GetCertificateStringFromKeyVaultAsync(KeyVaultClient
keyVaultClient, string vaultUrl, string certificateName)

{

var secret = await keyVaultClient.GetSecretAsync(vaultUrl, certificateName);

return secret.Value;

}

// Save the certificate from the key vault in the application settings.

var keyVaultClient = GetKeyVaultClient(
"60e201d2-e713-4551-b792-339b81fdae07",
"Wn7mlKghQcplyDkZIu2+WLO8F8IIMFRXGHx94CYPZUo=");

ConfigurationManager.AppSettings["IdP"] = GetCertificateStringFromKeyVaultAsync(
keyVaultClient,
"https://componentspace.vault.azure.net/",
"idp").Result;

The Clientld and ClientSecret correspond to the application ID and password generated at the
time the application was registered in Azure Active Directory.

Certificate Use
By default, certificates may be used for both signature generation/verification and XML

encryption/decryption. If required, separate certificates may be configured.

In the following example, separate certificates are used for decrypting SAML assertions and
signing SAML messages at the service provider.
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<LocalCertificates>
<Certificate FileName="Certificates\sp-enc.pfx" Password="password" Use="Encryption"/>
<Certificate FileName="Certificates\sp-sig.pfx" Password="password" Use="Signature"/>
</LocalCertificates>

Similarly, separate certificates are used for encrypting SAML assertions and verifying SAML
message signatures at the identity provider.

<PartnerCertificates>
<Certificate FileName="Certificates\sp-enc.cer" Use="Encryption"/>
<Certificate FileName="Certificates\sp-sig.cer" Use="Signature"/>
</PartnerCertificates>

Certificate Rollover
Certificate rollover refers to replacing a certificate that’s about to expire or that potentially has
been compromised.

Local Certificates
If a local certificate is to be rolled over, this may be done simultaneously for all partner
providers but this may present problems coordinating with each of the partner providers.

Instead, a new certificate may be introduced in a phased roll out. To achieve this, a local
certificate can be specified as part of the partner provider configuration. This local certificate
overrides any local certificate specified for the local provider.

In the following example, a local certificate is specified for the local identity provider.

This will be used to sign SAML responses or assertions sent to partner services providers,
unless overridden by the partner service provider configuration.

The first partner service provider specifies idp1.pfx as the local certificate. This will be used to
sign SAML responses or assertions sent to this partner service provider.

The second partner service provider specifies idp2.pfx as the local certificate. This will be used
to sign SAML responses or assertions sent to this partner service provider.

The third service provider doesn’t specify a local certificate. Therefore, idp.pfx, which is
specified in the local identity provider configuration, will be used to sign SAML responses or
assertions sent to this partner service provider.

<ldentityProvider
Name="http://ExampleldentityProvider">
<LocalCertificates>
<Certificate FileName="Certificates\idp.pfx" Password="password"/>
</LocalCertificates>
</ldentityProvider>

<PartnerServiceProviders>
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<PartnerServiceProvider
Name="http://ExampleServiceProvider1">
<LocalCertificates>
<Certificate FileName="Certificates\idp1.pfx" Password="password"/>
</LocalCertificates>
<PartnerCertificates>
<Certificate FileName="Certificates\sp1.cer"/>
</PartnerCertificates>
</PartnerServiceProvider>

<PartnerServiceProvider
Name="http://ExampleServiceProvider2">
<LocalCertificates>
<Certificate FileName="Certificates\idp2.pfx" Password="password"/>
</LocalCertificates>
<PartnerCertificates>
<Certificate FileName="Certificates\sp2.cer"/>
</PartnerCertificates>
</PartnerServiceProvider>

<PartnerServiceProviders>
<PartnerServiceProvider
Name="http://ExampleServiceProvider3">
<PartnerCertificates>
<Certificate FileName="Certificates\sp3.cer"/>
</PartnerCertificates>
</PartnerServiceProvider>
</PartnerServiceProviders>

To support phased rollout of a new certificate, it could be specified as the local certificate for
the local provider and the old certificate is specified as the local certificate for each partner
provider. As partner providers are ready to switch to the new certificate, the local certificate
specifications for these partner providers are removed so that the new certificate is then used.

Partner Certificates

If a partner provider certificate is being rolled over, this may present problems coordinating with
the partner provider.

To avoid any issues, both the old and new partner provider certificate may be specified.

In the following example, both the old and new certificates are specified for the partner
provider.

If a signed SAML message is received from the partner provider, the first certificate is used to
attempt to verify the signature. If that fails, the second certificate is used.

<PartnerServiceProvider
Name="http://ExampleServiceProvider">
<PartnerCertificates>
<Certificate FileName="Certificates\sp-new.cer"/>




ComponentSpace SAML for ASP.NET Certificate Guide

<Certificate FileName="Certificates\sp-old.cer"/>
</PartnerCertificates>
</PartnerServiceProvider>

Once successful rollover of the partner provider’s certificate has been confirmed, the
configuration should be updated to remove the old certificate.

Certificate File Formats
Windows and the .NET framework support a number of certificate file formats.

DER Format
The Distinguished Encoding Rules (DER) format stores X.509 certificates as binary.

Standard file extensions are .cer, .crt and, less commonly on Windows, .der.

PEM Format

The Privacy-enhanced Electronic Email (PEM) format stores X.509 certificates as base-64
encoded strings.

The certificate string is wrapped by "----- BEGIN CERTIFICATE----- "and "----- END CERTIFICATE---
--"although these are optional on Windows.

Standard file extensions are .cer, .crt and, less commonly on Windows, .pem.

PKCS#12 Format
Public-Key Cryptography Standards (PKCS) #12 stores X.509 certificates and associated private
keys as binary.

Normally the content is protected by a password.

Standard file extensions are .pfx and, less commonly on Windows, .p12.

Certificate File Permissions

The account under which the application is running must have read permission to the
certificate file.

For a .PFXfile, the account also must have read permission to the location where the private
key is stored.

Private keys are stored in containers on the file system. Typically, the location of the private key
container is:

C:\ProgramData\Microsoft\Crypto\RSA\MachineKeys

If required, the FindPrivateKey.exe Windows SDK utility may be run to locate the private key
container.

http://msdn.microsoft.com/en-us/library/aa717039.aspx

The application account must have permission to create a file in the private key container
folder.

10
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Using the MMC Certificates Snap-In
The Microsoft Management Console (MMC) Certificates snap-in may be used to manage the
Windows certificate store.

< Run X

= Type the name of a program, folder, document or
“ Internet resource, and Windows will open it for you.

Qpen; 1 vmmc v,;

OK Cancel Browse...

From the main menu, select File > Add/Remove Snap-in.

Select the Certificates snap-in and click the Add button.

Add or Remove Snap-ins

You can select snap-ns for this console from those avadable on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Avdd:lem Selected snap-ns:.
Shapn Vendor A | ] Console Root Edit Extensions. ..
=11 ActiveX Control Microsoft Cor... T
Auﬁ\otizabon Manager Micgosoft Cor..,
& Certficates | Microsoft Cor...
%. Component Services  Microsoft Cor.... Move Up
A Computer Managem... Microsoft Cor...
+] Device Manager Microsoft Cor... I Add > Hove Down
" Disk Management Microsoft and...
{2l Event viewer Microsoft Cor,..
_ Folder Microsoft Cor,.,
=] Group Policy Object ... Microsoft Cox...
-PInternet Informatio... Microsoft Cor...
§IP Security Monitor Microsoft Cor...
i IP Security Poicy M., Microsoft Cor.., Adyanced. ..

Descrption:

r

Specify the computer account. This corresponds to the local machine store location.
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Certificates snap-in X

This snap+n will always manage cenficates for
(O My user account

ek [ Mee> | Cancal |

Select the local computer.

Select Computer X

Select the computer you want this snap-n to manage
This snap+n will always manage:
(®iLocal computer. the computer this console is running onj
(O Another computer Browsa

[C] Allow the selected computer to be changed when launching from the command line. This
only applies f you save the console.

<Bsck [ Fnsh ] | Cancel |

Click the Finish button and then click OK to dismiss the resulting dialog.

Expand the tree view to show the personal certificates.

12
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| Console Root
v G Certificates (Local Computer)
v || Personal
| Certificates
| Trusted Root Certification Authorities

Double-click on a certificate to open it.

oh Certificate X

General petails Certification Path

m Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: www.idp.com

Valid from 22/11/2013 to 1/01/2050
f You have a private key that corresponds to this certificate,

izsuer Statemant

o

The details tab includes information such as the certificate’s serial number, thumbprint, and

subject name.

13
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wh Certificate

General Details Certification Path

Show: ‘03> v

V3

74f0ebfe 22358db84331.,..
sha2S6RSA

[I_| signature hash algorithm sha2s6

Friday, 22 November 2013 6:2...
Saturday, 1 January 2050 12:..,

1l hvimet

74 f0 eb fe 22 35 8d b8 43 31 38 £9 55 8c 9a
£9

5“"_"’“‘”'__ _Q_“’V“’ﬁ‘_l

[oc ]

Importing Certificates
To import a .PFX or .CER file into the Windows certificate store, select the Certificates node in

the tree view and, from the main menu, select Action > All Tasks > Import.
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&* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your Identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

Store Location

Current User

Local Maching

To continue, dick Next.

[ Net || cancel

l

Select the file to import. Either a .CER or .PFX file may be imported.

15
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—

&* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

[c:\cerﬂﬁates\sp.w ] Browse. .. |

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS =12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS =7 Certificates (.P78)
Microsoft Serialised Certificate Store (\SST)

Choose the personal store location.

16
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& &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

O Aytomatically select the certificate store based on the type of certificate
@® Blace all certificates in the folowing store
Certificate store:
l Personal A ’ Browse. .,

Cancel |

Click the Next and Finish buttons to complete the import.

Note that for a .PFXfile, the import wizard will prompt for its password.

Exporting Certificates
To export a certificate from the Windows certificate store to a .PFX or .CER file, select the
certificate and, from the main menu, select Action > All Tasks > Export.
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&* Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, Is a confirmation of your Identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

To continue, dick Next,

e |

For a certificate with an associated private key, there’s the option to export the private key as
well.

18
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& &* Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protacted. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(O Yes, export the private key
(®Ng, do not export the private key

~ Cancel |

To export a .PFXfile, select the option to export the private key. To export a .CER file, select the

option to not export the private key.

If the private key is not exported, the recommended format is base-64 encoded.

19
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& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported n 3 vaniety of file formats.

Select the format you want to use:
(O DER encoded binary X.509 (.CER)
(®) Bage-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS 27 Certificates (.P7B)

Include all cornf

Click the Next button, specify the file location and click Finish to complete the export.

Note that for a .PFXfile, the export wizard will prompt for a password.

Private Key Permissions

Private keys are protected by permissions. To use the private key, a process must have read
permission.

To set permissions, select the certificate and, from the main menu, select Action > All Tasks >
Manage Private Keys.

A dialog showing the current permissions is displayed.

For applications hosted in IIS, it’s recommended that the IIS_IUSRS group be given read
permission. If the application is running under an application pool whose account is not in this
group, the permissions will have to be set explicitly for this account. The user or group to permit
is dependent on the version of IIS and its configuration.

20
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Generating Self-Signed Certificates

CreateSelfSignedCert
The CreateSelfSignedCert console application project may be used to create a self-signed
certificate.

CreateSelfSignedCert may be run as follows.

CreateConfiguration.exe

It will prompt for various input required to create the certificate.

Subject distinguished name (eg CN=test):

The subject distinguished name (DN) is identifying information embedded in the certificate. The

simplest DN is a common name (CN) whose format is “CN=<value>".
A CN identifying your organization or application is recommended.
Key Size in bits [2048]:

Specify the key size.

Number of years before expiring [5]:

Specify the numbers of years before the certificate expires.
Certificate file name (eg test.cer):

Specify the certificate file name.

Private key file name (eg test.pfx):

Specify the private key file name.

Private key password:

Specify a password to protect the private key.

New-SelfSignedCertificate
Another option for generating self-signed certificates is to use PowerShell’s New-
SelfSignedCertificate cmdlet.

https://technet.microsoft.com/en-us/itpro/powershell/windows/pkiclient/new-
selfsignedcertificate

This must be run as an administrator to have permission to save certificates to the certificate
store.

The subject name should reflect the name of your organization.

The expiry date may be set as required.

Note that to generate SHA-256, SHA-384 and SHA-512 XML signatures, the Microsoft Enhanced

RSA and AES Cryptographic Provider must be specified.
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For example:

New-SelfSignedCertificate
-Subject "www.idp.com"
-CertStoreLocation cert:\LocalMachine\My
-Provider "Microsoft Enhanced RSA and AES Cryptographic Provider"
-HashAlgorithm SHA256
-KeyLength 2048
-NotAfter 1/1/2050

Some or all certificate details may be retrieved using the Get-Childltem cmdlet or equivalent
synonym.

For example:

set-location Cert:\LocalMachine\My
get-childltem | select Subject,SerialNumber,Thumbprint

For example:

set-location Cert:\LocalMachine\My
get-childltem | select *

Export-Certificate
The Export-Certificate cmdlet may be used to export the certificate to a DER-encoded
certificate file.

https://technet.microsoft.com/en-us/itpro/powershell/windows/pkiclient/export-certificate

For example:

Export-Certificate
-Cert cert:\LocalMachine\My\295CB3430153889D6523554A002134425167F16E
-FilePath c:\certs\idp.der

CertUtil
The exported certificate file is DER-encoded. The Microsoft utility, CertUtil, may be used to
convert this to a base-64 encoded certificate file.

For example:

Certutil.exe -encode c:\certs\idp.der c:\certs\idp.cer
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Export-PfxCertificate

The Export-PfxCertificate cmdlet may be used to export the certificate and private key to a PFX

file.

https://technet.microsoft.com/en-us/itpro/powershell/windows/pkiclient/export-pfxcertificate

For example:

$password = ConvertTo-SecureString -String "password" -Force -AsPlainText

Export-PfxCertificate
-Cert cert:\LocalMachine\My\295CB3430153889D6523554A002134425167F16E
-FilePath c:\certs\idp.pfx
-ChainOption EndEntityCertOnly
-Password $password

Useful PowerShell Commands

Creating CER from PFX
For example:

Get-PfxCertificate -FilePath idp.pfx | Export-Certificate -FilePath idp.der

The exported certificate file is DER-encoded. The Microsoft utility, CertUtil, may be used to
convert this to a base-64 encoded certificate file.

For example:

Certutil.exe -encode c:\certs\idp.der c:\certs\idp.cer

Useful OpenSSL Commands

The OpenSSL console application may be used to perform various certificate file commands.

https://www.openssl.org/

Windows binaries are available for download. Refer to the OpenSSL Wiki.

https://wiki.openssl.org/index.php/Binaries

The latest 64-bit Windows non-light installer at Shining Light Productions OpenSSL Installers is

recommended.

https://slproweb.com/products/Win320penSSL.html

Creating Self-Signed PFX
For example:

opensslreq -x509 -newkey rsa:4096 -days 730 -sha256 -subj "/CN=www.idp.com" -keyout
key.pem -out cert.pem
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openssl pkcs12 -inkey key.pem -in cert.pem -export -out idp.pfx -CSP "Microsoft Enhanced
RSA and AES Cryptographic Provider"

The days option specifies how long the certificate is valid.
If the subj[ect] option is omitted you are prompted for these details.

The Microsoft Enhanced RSA and AES Cryptographic Provider is required for SHA-2 support.

Creating CER from PFX

For example:

openssl pkcs12 -in idp.pfx -out idp.cer -nokeys -clcerts

The nokeys option excludes private keys from being output.
The clcerts option outputs client rather than CA certificates.

The generated PEM encoded file includes bag attributes. These may be removed if preferred.

openssl x509 -in idp.cer -out idp2.cer

Converting PEM to DER
For example:

openssl x509 -in idp-pem.cer -outform DER -out idp-der.cer

Converting DER to PEM
For example:

openssl x509 -inform der -in idp-der.cer -out idp-pem.cer
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